@JAROONA

JEAS —JAROONA
ENTERPRISE
APPLICATION

« SECURITY

il




STATE OF PLAY, ISSUES

Enterprise software is not secure —
security exploits in source code

Blockchain systems are not secure —
security exploits in blockchain software, smart

contracts, no protection of network perimeter

loT —not secure-by-design —
exposed to attackers

Growing number of
successful cyberattacks
worldwide!

In 2018 alone, a billion users
were compromised in cen-
tralized solutions

$11billion was stolen
from blockchains
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LARGEST CYBERATTACKS IN 2018
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THE APPLICATION SECURITY TRAP
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Code Vulnerabilities and Exploits (CVE) Listings

Hundreds of new
Issues reported daily

https://www.us-cert.gov/ncas/bulletins CVEs are categorized
and classified

Fixes are suggested in
GitHub and other
developer platforms

https://nvd.nist.qov/
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https://www.cvedetails.com/index.php
https://www.us-cert.gov/ncas/bulletins
https://nvd.nist.gov/

NON-AI SOLUTIONS FOR CODEAUDIT

HAVE SEVERE LIMITATIONS

Hand-engineered, predefinedrule based,
cost inefficient, human error prone and
labor intensive

Not efficient against zero-days attacks

Use legacy scientific concepts —
rules based static / dynamic code analysis

Reactive —only after attack,
the security rule is deployed
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CORE TEAM JAROONA

100+ years of experience in Cybersecurity, Al and Deep Learning

Founded two profitable companies in the past decade

e
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CEO/Co-Founder CTO/Co-Founder Chief Science CFO Lead Lead Full stack
Former IBM, Former Accenture, Officer (CSO) Former Shell, MOL, JAVA Developer Developer
Raiffeisen IBM, Temenos Multiple Awards Smart Engine
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ADVISORS JAROONA

Top experts in cybersecurity, blockchain and industry software
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»
Former CCO Top Expert in en- Top Cyber- Top Financial Ser- Top IcoLegal
Ethereum Founder terprise blockchain security Expert vices Expert Advisor

of Atlas Neue technology CISO &Director
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JEAS VALUE PROPOSITION

Machine and Deep Learning based vulnerabilities
detection and remediation platform

Real-time code fix suggestions
The platform learns new vulnerabilities and code fixes

from thousands of new publications daily in more than
3.000 security databases worldwide

Protection throughout development lifecycle

Web 3.0 compliant with APl and microservices protection

Ten times higher
detection accuracyand
performance than
Industry standard Web

2.0 rule-based solutions
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MACHINE LEARNING Al

Programs for

learning

Programs for
detection

Parsing and Multi-layered
code presentation
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Extracting Vulnerability Syntax,
Semantics, Code intent

. ra(NetClientState *nc)

qemu_get nic opague(nc);
vnsigned in . s-»rabuf ® ( / 4);

return |(s-sregelrxbase « R RX_CTRLE] & CTKL_S);
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struct xLx othlite *s = Gemilgetinicioponuetn<);
wnsigned int rx w t>ranuf * (B / 4);

| Qw8 ) B (As=->conf  SO0OEEE . 8[0], buf, 1))

return size,

if (3> rapase + L CTRLE) & CTeL S) {
D t ket Xx\n", s-aregs[R_RX_CTRLO]
return

}

o(qemu 3 W, Sre,
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(TRLQTY = CTRLLS;

sarxbuf A 3
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}

Vector
representation

Labeling

Vulnerable
CWE-119
CWE-264

CWE-399

CWE-284

—

ML and
Deep Learning

Training phase

Detection phase

Vulnerable

CW E-119
CWE-264
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COMPETITIVE COMPARISON
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3,2 20,8- 14— 5,5 6,1 67,2— 71,2— 1,2 12,8— 47,7 — 2,2 137— 16,4—
21,6 22,3 72,9 98 30,9 90,8 36,1 92,6
FPR (%) FNR (%)2 A (%)° P (%)* F1 (%)®
. JAROONA . RULE-BASED INDUSTRY STANDARD . Al RESEARCH PROJECTS

1 FPR - False-positive rate. The proportion of false — positive samples in the total samples that are not vulnerable. Waste of time for manual review for developers and security officers. The lower the number, the better.
2 FNR - False-negative rate. The proportion of false —negative samples in the total samples that are vulnerable. Its dangerous as potentially severe vulnerabilities are not found. The lower the number, the better.

3 A —Accuracy. The correctness of all detected samples. The higher the %,the more accurate is the model.

4 P —Precision. The correctness of detected vulnerable samples. The higher the %, the more precise is the model.

5 F1-measure. The overall effectiveness considering both precision and false-negative rate. The higher the %, the more effective is the model.
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OUR COMPETITIVE ADVANTAGE

AUTOMATIC
REMEDIATION MANAGE &
ACCURATELY FIND FIND ZERO-DAY SUGGESTIONS PRIORITIZE
VULNERABILITIES VULNERABILITIES VULNERABILITIES
IN MINUTES
AUTOMATED RUN
UNPARALLELED VULNERABILITY INTEGRATED INDEPENDENT
ACCURACY IDENTIFICATION WITH CI/CD SECURITY
IN APIs AUDITS



BOOK YOUR DEMO TODAY!




CONTACT US

JAROONA

CHRISTIAN BACHER

christian@ jaroona.com LinkedlIn

»This presentation has been prepared in good faith to provide a high-level introduction to Jaroona Project and is for information purposes
only. With the development of the project, it may be amended in the following, as we might deem it necessary for whatever reason.

This presentation does not constitute a prospectus or offer document of any sort and is not intended to constitute an offer of securities or a
solicitation for investments in securities in any jurisdiction. The contents of this presentation are not a financial promotion. Therefore, none of the
contents of this presentation serves as an invitation or inducement to engage in any sort of investment activity.

Make sure you read and understand also our Whitepaper and any other documents (including all disclaimers and warnings), as published on
our website www.jaroona.com (and asthey may be amended from time to time).*

Jaroona Chain OU
Harju maakond,
Kristiine linnaosa
Keemia tn 4,

10616 Tallinn, Estonia

Jaroona GmbH
Wienerbergstrasse 11,
Twin Towers

1100 Vienna, Austria
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